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mail or by phone to advise them accordingly. Unless BOXARR Limited (BOXARR) has agreed otherwise in 

writing, this document is not to be disclosed, used, copied or distributed outside of the intended recipient’s 

organisation or to any third party not bound by associated confidentiality and non-disclosure. 
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As a team, it is vital we uphold high standards of cyber security to enhance our reputation, protect our IPR 

and the wider business from ever evolving cyber threats. BOXARR’s customers include central government 

agencies, and other organisations within the defence industry. It is important we reach standards that are in 

line with the requirements of such organisations, to help us ensure our success.  

The following policy provides BOXARR staff with clarity regarding how we can ensure we protect the 

company, and it is our responsibility to ensure we adhere to it individually and consequently as an 

organisation. The policy applies to computers and other devices used for work, and the software used on 

those devices. 

1 Access Control 
Applies to all individual machines including laptops and mobile devices. 

BOXARR strives to restrict access to information to those who need to know for business purposes only. As 

such staff, should ensure the following: 

- Systems do not contain valid accounts which are not used. 

- Access to information is restricted to authorised users who have a bona-fide business need to 

access the information. 

- Default passwords which came with a router and other devices, such as computers are 

changed to a "strong" password which is changed every 60 days. For guidance regarding how 

to set a “strong password”, please refer to guide at the end of this document. 

- Staff must be in control of remote access to their system. 

- Mobile devices used for work must be protected by a pin number or finger print access as 

applicable. 

- Staff should enable two-step verification on applications which support this. Commonly used 

applications which support two-step verification used by BOXARR staff are Google and Egnyte. 

- Physical access to devices and assets should be managed where possible, using locks if 

appropriate. Machines should be kept in locked drawers in the office and the office doors 

locked with alarms enabled when unattended.  

2 Administrative Accounts 
Applies to all individual machines and software/ applications with an administrator 

account. 

User accounts with special access privileges (e.g. administrative accounts) typically have the greatest level 

of access to information, applications and computers.  

- Granting administrator rights is based on business case basis. Administrator rights are not given 

unless they are needed to perform work. 

- Administrator rights are only given to BOXARR employees or Contractors who are under an 
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employment/ consulting contract. 

- Granting administrator rights is approved by the CEO or a Director. 

- Administrators must ensure access is protected by a strong password and that is changed every 

60 days.  

- Staff with administrator privileges must be documented in the “BOXARR Administrator List” 

which is kept in a secure location on Egnyte, reviewed quarterly and monitored by Finance. 

- Individuals must ensure that user and administrator account names be different to each other. 

3 User Accounts 
Applies to all individual machines and software/ applications with a user account. 

BOXARR manages and controls user accounts. Staff must ensure the following in regards to personal 

machines and software used for work: 

- Access to applications, computers and network devices requires unique user name and 

password. This should be a strong password which is changed every 60 days. 

- Any user accounts for staff who have left the company must be deleted. 

- Users should not have privileges that they do not need to do their current job. This should be 

reviewed in the case a staff member changes job role. 

4 Default Settings 
 Applies to all individual machines and software/ applications. 

Default installations of computers and network devices must be reviewed, and the following steps taken. 

- Unnecessary Software should be removed where practical. 

- Programs which auto-run on Start-up should be disabled. For guidance on how to ensure this, 

please refer to the below guide. 

5 Technical Vulnerability Scans 
 Applies to all individual machines and mobile devices where possible. 

Vulnerability scans must be performed regularly, and any recommended actions taken. This can be 

performed by ensuring a program such as AVG or McAfee on Windows/ Linux, or Avast on Apple is installed 

on your machine and run regularly. 

6 Software Updates  
Applies to software. 

To protect the company, BOXARR staff should ensure software is up to date and supported by the 

manufacturer. 
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- Operating systems and applications on devices should be supported by a supplier which sends 

regular fixes for any problems. 

- Hardware, firmware and software must be licensed in accordance with the publisher’s 

recommendations. 

- Computers should be set to automatically flag the availability of and install software updates. 

For guidance regarding how to turn on automatic updates, refer to the below guide. We 

require updates to be installed within 14 days of becoming available.  

 

7 Anti-malware and network protection 
Applies to all individual machines including other devices such as tablets and phones 

used for work (if applicable). 

To protect the company, BOXARR staff must ensure anti-malware software (such as AVG) is installed on 

computers and mobile devices. 

- Anti-malware software should be set to auto-update and auto-scan daily. The software should 

warn the user regarding connecting to suspicious websites and examine data and applications 

each time they are used. 

- Anti-malware software should be installed on mobile devices used for work if applicable. 

- Anti-malware software on other devices, such as mobile devices should be set to auto-update 

and auto-scan daily. The software should warn the user regarding connecting to suspicious 

websites and examine data and applications each time they are used. 

8 Firewalls 
Applies to routers, servers and relevant devices used for work (laptops and mobile 

devices). 

BOXARR staff must ensure the operating system on their machine uses a firewall (or similar) to protect systems 

from external cyber threats where possible. 

- These firewalls must be enabled, and default passwords changed to a strong password 

(changed regularly). For guidance on how to do this, refer to the guide below. 

- If the operating system firewall is controlled by software such as McAfee, then this software must 

be installed, Firewall functions enabled and protected by a strong password. 

- In some cases, a Firewall may have been purchased for a specific device, e.g. a router. If 

applicable, the following should be observed and checked: 

o The default password should be changed to a new and strong password. This should be 

changed regularly. 

o The rules on your firewall to allow some traffic through and block other traffic should be 
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set. 

o Review blocked services on your firewall which are generally considered to be 

vulnerable. There are some services which are typically more vulnerable to attack than 

others and you would probably need to block these at your firewall. These include 

services such as Server Message Block (SMB), NetBIOS, tftp, RPC, rlogin, rsh or rexec.  

Some IT systems will need one or more of these to operate and it will be a business 

decision about whether to block that service or not. If there are concerns in this area, 

these should be raised. There should be a business case for services which are not 

blocked. 

o Do you currently have any extra services enabled on your firewall which are not now 

required? At times your firewall may be configured to let a certain kind of service 

through, so you can operate an aspect of a project or part of your business.  If 

circumstances change or that project comes to an end you should reconfigure your 

firewall to a more secure setting once you do not need that service any more.  You 

should review the configuration of your firewall regularly to ensure that all extra services 

which had to be enabled before, but are not now needed, have been re-set to the safer 

mode. 

o Does any other person or organisation have access to your firewall administrative 

account over the internet? 

o Is the connection between the remote administrator and your system protected by an 

https or similar secure connection? 

o Do you limit the number of people who are allowed access to your systems through this 

link? 

o Does the person or contracting company with this access have any security 

accreditation? 

9 Encryption 
 Applies to all individual machines and mobile devices where relevant. 

BOXARR must protect restricted, confidential or sensitive data from loss to avoid reputation damage and to 

avoid adversely impacting our customers.  

- All relevant laptops must have full-disk encryption enabled, for example enable BitLocker on 

Windows. This may exclude development machines which are stored in the office only and 

locked overnight as encrypting these is unnecessary/ impractical.  

- Users must notify Finance of any device which is lost or stolen. 

- All security related events will be logged and audited by Finance to identify inappropriate 

access to systems or other malicious use. 

- Mobile devices should be reviewed for encryption capabilities. These should be enabled.  
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10 Incident Management 
- Employees should report all known or suspected security breaches or incidents to Finance. 

These may be investigated, examined and logged in isolation to avoid future breaches. The 

outcome of these investigation will be recorded. 

- Changes to information systems should be approved. 

- Employees should not install software or other active code onto machines without permission. 

Doing so could result in disciplinary procedures in some cases. 

11 Personnel Security  

Cyber security threats also exist from internal sources. Legitimate access to information could be used for 

unauthorised purposes. Staff must ensure that sensitive information is solely used for authorised business 

purposes. Any breach of this may lead to disciplinary and or additional procedures. 

12 Data protection 
Refer to the BOXARR Data Protection Policy for guidance. 

13 Removeable Media 
Removeable media (e.g. USD drives) should be limited to one device per staff member. This device is 

recorded centrally. 

If you have more than one device, you should erase the data and cease using the spare devices for business 

activities. 

Removeable media should be used for transferring rather than storing data. Once transferred the data 

should be deleted. 

14 Business Continuity Policy 
In the event of a serious issue that may threaten business continuity, the Disaster recovery and business 

continuity plan should be followed. This should be performed by those named in the plan document.  

Employees can assist by reporting any known security issue to Finance. Refer to the DRP document for 

guidance. 
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Specific Guidance and Help 
• "Strong password".  A strong password typically is a mixture of at least 8 characters, 

numbers and symbols, the longer the better. Where possible your system should 

be automatically set to require a password change at least every 60 days. 

Windows 

To change password: Type "Ctrl alt delete" and click on “change password”.  

To change password settings: Go to the "Local Security Policy" app, click “remember passwords” 

and set maximum age to 60 days. “Complexity requirements” should be enabled. 

Linux 

To change user password: Go to “Menu” / “System settings” / “Administration” section: “Users and 

Groups” and click on the password field. 

To change admin password: Via command line, open a terminal and type:  

>sudo passwd root  

*your administrator password*  

To force password reset every 60 days: $ sudo chage -M 60 {userId} 

Apple 

Click Apple Log Out. 

Select the account you do know the password to. 

Enter the password for that account. 

Open System Preferences > Users & Groups. 

Click the Lock icon in the bottom left of the window. 

Enter the password again. 

Google Apps 

Administrator has been set to require a strong password.  Finance are to instigate individual 

password changes every 60 days. 

Other software or online accounts will vary and must be monitored individually. 

 

• Operating System Firewalls: Operating systems have Firewall functions. These 

must be enabled. 

 

Windows 

Go to “Control Panel”/ “System and Security”/ “Windows Firewall”.  Please note, Firewalls may be 

controlled by Anti-Virus software such as McAfee. This or similar software should be installed, 

enabled and protected by a strong password. 

Linux 

Via command line type: 

sudo ufw enable 

*your administrator password* 
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Apple 

Choose System Preferences from the Apple menu. 

Click Security or Security & Privacy. 

Click the Firewall tab. 

Unlock the pane by clicking the lock in the lower-left corner and enter the administrator username 

and password. 

Click "Turn On Firewall" or "Start" to enable the firewall. 

Click Advanced to customize the firewall configuration. 

 

• Disable auto-run: Software which auto runs on start-up should be disabled. 
 

Windows 

Open Task manager/ Start Up/ Disable programs 

Linux 

Go to “Menu” / “System settings” / “Preferences section: “Start-up Applications” 

Apple 

Click the "Apple" in the menu bar. 

Click the "System Preferences" option to open this window. 

Click "Users and Groups." 

Click your account in the pane. 

Click the "Login Items" button. 

Click an unwanted program from the "Item" list and then click the "-" button. Repeat this step to 

remove additional programs from the start-up list. 

 

• Auto-updates: Software updates should be set to automatically update. 
 

Windows 

Go to “Settings”/ “Update & Security”/ “Windows Update”/ “Advanced Options” 

Linux 

Open a terminal and type:  

>sudo apt-get update 

*your administrator password* 

Apple 

Update OS X and apps from the Mac App Store. To check for Mac software updates, open the 

App Store app on your Mac, then click Updates in the toolbar. If updates are available, click 

the Update buttons to download and install them. The Mac App Store shows updates for Mac. 
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